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8.1 Policy Statement  

8.1.1 All identified data shall be protected in all phases of its lifecycle including collection, 
processing, transmission, storage, exchange, and retirement. Privacy of Personally 
Identified Information or the Bank shall be ensured.  

Standards and Procedures  

8.2 Data Identification  

8.2.1 Officials, designated for protection of data as per this policy, shall identify the Bank's 
data in following lines:  

8.2.1.1 Business Data  

8.2.1.1.1 Business data refers to information proprietary to the Bank which 
includes financials records, sales, marketing, and products data.  

8.2.1.2 Personally Identifiable Information  

8.1.2.1 All data which can uniquely identify an individual, either Bank's 
customer or employee, is called as Personally Identifiable Information 
(PII).  

8.2.1.2.2 PII of an individual may include following but not limited to:  

Name, like full name, maiden name, mother's/father's maiden name  

License, Voter id, etc.  

information, e.g., residential address, office address, email address, 
etc.  

numbers, e.g., LL/Mobile number, business or residential phone 
number  

characteristic, e.g., photographs, fingerprints or other biometric data  

is linked to one of the above like date of 
birth, place of birth, employment information, medical history 
information, financial information (credit card numbers, Bank account 
numbers)  

8.2.1.2.3 PH which is explicitly required for a business purpose should only be 
collected from the individuals. All such data should be ensured for its 
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accuracy, authenticity, completeness, and updating on a regular basis 
by respective Information Owner.  

 

 

 
 

  

 
 

  

   
Information Sub-Owner and shall be responsible for following in coordination with 
respective HODs:  

8.3.2.1 Ensuring security controls are in place commensurate with the classification  

8.3.2.2 Reviewing and ensuring currency of the-access rights associated with 
information assets they own 8.3.2.3 Determining security requirements, access 
criteria and backup requirements for the information assets they own  

8.3.4  User manager  

The user manager is the immediate- manager or controller of an employee. He/she has 
the ultimate responsibility for all user IDs and information assets owned by Bank 
employees. In the case of non-employee individuals such as contractors, consultants, 
etc., user manager is responsible for the activity and the Bank assets used by these 
individuals. Responsibilities include the following:  

83.4.1 Informing application owner of the termination of any employee within his unit 
so that the user ID owned by that individual can be revoked, suspended or 
made inaccessible in a timely manner  

8.3.42 Informing application owner of the transfer of any employee if the transfer 
involves the change of access rights or privileges  

8.3.4.3 Reporting any security incident or suspected incident to the Information 
Security function  

8.3.4.4 Ensuring that employees are aware of relevant security policies, procedures 
and standards to which they are accountable  

8.3.5  End-user  

 The end users shall be any employees, contractors or vendors of the Bank who use 
information systems resources as part of their job. Responsibilities include:  

8.3.5.1 Maintaining confidentiality of login password(s)  

8.3.5.2 Ensuring security of information entrusted to them as a part of job 
responsibility  

8.3.5.3 Using Bank business assets and information resources for management 
  


















